2y, mars
@ Qualys. 4_4 solutions

NHdopmaumnoHHaa 6e3onacHoOCTb Ard
3allUTbl Bawen KoMnaHum

Pavel Kozlov
Project Manager, Mars Solutions



TpeHabl

« HBO

« KRACK

« Equifax

 WannaCry

« Petya/NotPetya

* LleHTpanbHbI baHk baHrnageww, Philippines 2016

<>

L

@ Qualys.



Llenb 3rnoymbiLLINIEHHMKA — KOHEYHbIE YCTPOWUCTBA
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20 KpnTnyeckmnx KOHTponewu

MNepsble 5 koHTponen CIS

Bce 20 KoHTponen CIS

nm s W N a

- T -}

CIS Controls

: Inventory of Authorized and Unauthorized Devices

: Inventory of Authorized and Unauthorized Software

: Secure Configurations for Hardware and Software

: Continuous Vulnerability Assessment and Remediation

: Controlled Use of Administrative Privileges

: Maintenance, Monitoring, and Analysis of Audit Logs
: Email and Web Browser Protections

: Malware Defenses

: Limitation and Control of Network Ports

: Data Recovery Capability

11:
12:
13:
14:
15:
16:
17:
18:
10:
20:

Secure Configurations for Network Devices

Boundary Defense

Data Protection

Controlled Access Based on the Need to Know

Wireless Access Control

Account Monitoring and Control

Security Skills Assessment and Appropriate Training to Fill Gaps
Application Software Security

Incident Response and Management

Penetration Tests and Red Team Exercises

@ Qualys.



MepBble 5 Kputnuecknx KoHTponewn

PeecTp aBTOPM30BaHHbIX U
HEeaBTOPM30BAHHbIX YCTPOMCTB

PeecTp aBTOpPM30BaHHOIO U
HeaBTOPM30BaHHOIO copTa

SawmuéHHble KOHPUrypauum Ans
KOHEeUHbIX YCTPOWCTB

HenpepbiBHbIA aHaNn3
3aLUMNLLEHHOCTU U yCTpaHeHne npobaem

KoHTponmpyemMoe ucnonb3oBaHue
aAMUHUCTPATUBHbIX MPUBUIETUIA




Cyber Kill Chain

lntmsion




[TONIHBbIN KOHTPOIb CBOEN IT
MHPACTPYKTYpPHI

Hapgo 3HaTb 0 cBOMX
npS= YCTPOWCTBaXx, rae Obl OHU
HEe Haxoaurnucb




[leTanbHoOe NOHMMaHWe

KoHurypauni
MH(I)CE?MaL}/VEHIC;l'

YCTPOWCTBAM Hy>XHa A5

npuopuTesaumn v

paccnesoBaHNI
[lapameTpbl Xenesa
YctaHoBneHHoe 10
3anyLeHHble cepBuChbl
Nonb3oBaTenu
YCcTaHOBNEHHbIE MaTyn
yasBmmocTtu
OLWnbKM KOHPUTYpaLi




OLI,eHKa KPUTUYHOCTU

j ) POMGFRA3HbIE

7 I/IMEI-OT Pa3HblE
, Yrpo3bl

BHewHe / BHyTpeHHME
Pabouas ctaHuma / CepBep
Kputnyeckn BaxkHble

TR

AAHHble
. g—

OnpeaenéHHble @ —

napameTpbl = o

HENPepbLIBHOCTV PaboThl groy oy e e

@ Qualys.



BO3MOXXHOCTb MHTEPAKTUBHOIO
noucka rno npobnemam u

NHUMNOEHTaM
[lpaBUIbHasA
B/3yann3sauung
NoMoraeT NoBbICUTb
3P PEeKTUBHOCTb BO
MHOIO pas

- Bupgxetbl/Jawbopabl
- OnoBelleHUA

- OTyeThl



OpaHa nnartdopma anst MHOrmx 3agad

\ Infrastructure
Security

Endpoint
Security

Cloud
Security

Security
DevSecOps

Compliance

@ Qualys.



ObnayvHas nnatdopma Qualys

Mpunoxexns e T e T s N ot N e B e N aotn

[ca] [ar] [vm| [em| (7P| [Pc| [sAq
Qualys -/ -/ -/ - -/ ) -/
Qualys API
AHanuTuKa u Reporting & Dashboards
Koppenauma Distributed Correlation
AaHHbIX

Solr Lucene Indexing

PacnpenenéHHble

@ @® @
CeHCOopbI Hardware Virtual Cloud

| | |wAS| |WAF|

[ Per)

Remediation and Workflows
ElasticSearch Clusters

Oracle and BFFS Storage

@ © =

Agent Passive API

3+ munnuapaa

CkaHnpoBaHui B rof

100 munnuapnos

cpabaTbiBaHui

1+ TpuUnNnnoH

CobbITnin 6Ge3onacHocTu




UacTtHoe obnako Qualys (PCPa)

ﬂ,J'IFl XpaHEHUA OaHHbIX BHYTPU
KOMMaHUn

MoooepxumnBaet 30K VM/30K PC/3K
WAS ckaHOB B CyTKM

Ynpaengaetca Qualys




[TpepoTBpaTUTL MHLUUAOEHTDI

Continuous
Monitorin
Vulnerability d
Management e Repo,, -~ Asset Inventory
¢
Policy Compliance _\@}“‘/ '%%
3 2
Web Application g’ S v
Scanning -
S\ 3
#Q)‘S.’ajo » )\»,’3
PatCh %ga ie° \ .
. Threat Protection
Management
WAF

@ Qualys.



OnpenennuTtb MHUMOEHTbl HA paHHUX CTaausx

Indication of
Compromise

&

g el
File Integrity £ 3
: : = =
Monitoring 7 2
*C O
?&o%/ / N
Passive Network

Analyzer*

@ Qualys.



Asset Inventory

[Tony4unTe NOMnHy N MTHOBEHHYIO
BMAMMocTb Bawunx NT aktneos

Asset Inventory

» Ob6nayvHoe peLueHne ans nosHoro BuaeHus Bcex Bawm UT akTuBoB, raoe
Obl OHW HEe HaxoAunUch




Asset Inventory

[eTtanbHaga nHdgopmauma o Balwuem
obopynoBaHun

YctaHosneHHoe 10, sBepcuu N0,
BKkNtoyaa npunoxenusa, OC, gpanBepebl,
yTUANTLI N T.A4.

Hanunyue yassmMmocTen n AOCTYMNHbIX
oOHOBNEHUN

CepsBuchbl, hannoBble CUCTEMBI,
3anyueHHble NPOLECCHI, KMo4YN peecTpa

@ Qualys

AssatViow i v NGty Lo

Dashboard  Assets Templates Connectors

Asset Overview ~

Adions v AddWidget Fitor by Assat Tags

(s ASSET DISTRIBUTION BY OPERATING SYSTEM




Vulnerability management and Continuous Monitoring

HenpepbiBHOE ObHapyXeHne
N3MEeHeHUn 1 3awmTa OT aTak, Besae u

B Ntoboe Bpem4
.. VM CM

Vulnerability management
and
Continuous Monitoring




oeHTudpnumpymnTte n npuopuTesnpymnTe yrposobl

Vulnerability Management

[MproputesnpynTe yss3BUMOCTU COrnacHo busHec
KPUTUYHOCTU

Hel'lpeprBHO cneamTe 3a Bawnm nepnumMeTpom Ha
Hannm4ymne HeaBTOPU3OBAHHbIX N3MEHEHNN

OTcnexuBanTe ya3BUMOCTM Ha NPOTSPKEHUN BCEro
BPEMEHU: NO Mepe NOSIBNEHNs, NOCre NUCNpPaBneHns, B
crny4yae ux NoBTOPHOro OOHapyXeHus

Onpepenute kakne OC, NopTbl, CEPBUCHI U CEPTUDUKATDI
ncnonb3yrTca 06opyaoBaHMEM B Ballen cetu

[MpoBoguTE CKaHMPOBAHWE Ballen CETU B PYYHYIO,
aBTOMAaTUYECKM UIN HENPEPBIBHO

CKOHUEHTPUPYNTECh Ha UCMPAaBMNEHUN KPUTUYECKN BaXKHbIX
yS1I3BUMOCTEN

@ Qualys

Vulnerability Scorecard Report

Vuinerability Scorecard Report_system_PO_displayedAll

Source Busness Unit
Operating System A

Results

Vulnerability Distribution by Severity Level

Asset Groups

mLevel5
- Level
W level 3

o Level2

® Level 1

Tatle Mosts  Level§ Leveld Level
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evel4 68,268 3
a7 2

17,768
2413

Severities by Levels.

Vulnerability Type

Vulnerability Distribution by Type
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YriyywmnTte n ontuMmnsnpymte Baluy ceteByto 6€30nacHOCTb

Continuous Monitoring

HenpepbiBHO crieasa 3a nsameHeHuamu B Ballen cetw, e o e _—

00 TOro Kak oHu npusenu K nHumMaeHTy, CM gaét Bam L S

Active Vulnerability: QID 66037
cmsd RPC Daemon Over TCP Might Indica

Ports.

NOSIHOLIEHHOE U aKTyasribHoe BuageHune sawen T

Port Changed: 177/udp (xdmcp)
Port changed on nost demoS.sea.qualys.co
64.39.106.246; dema5 sea.

NHPACTPYKTYPbI.

B ToM YMcre: S G W s
«  HoBoe/HeaBTopusoBaHHOe 060pyaOBaHVE s e fir
 TopTbl: HeGesonacHble npoTokonbli(telnet, ftp, S

Rlogin...etc) e I
* YassumocTun: DoS, remote code execution, PCI

 HexenatenbHo MO: Yassumble MO/OC




Cloud Agent ana ckaHMpoBaHUA CETU

BbicTpoe HaxoXxaeHne ya3BnumocTen
ObHapyxuBanTte n ucrnpasnsanTe ya3BMMoCTu DbicTpee

He HYXHbl USMEHEHNA Ha MEXCETEBOM 3KpaHe

Moppepxka o6opyaoBaHUsA, KOTOPOE HEe MOXET ObITb MPOCKaHUPOBaHO
CTaHAapPTHbIMU cpeacTBaMm

He BO3MOXHO NOny4nTb YY4ETHbIE 3annCK AS1s1 CKaHUPOBaHUS
YaanéHHble yCTPONCTBa BHE KOPNOPaTUBHOW CETU

CepBepa YyBCTBUTENbHbIE K CETEBOMY CKaHUPOBAHMIO



Qualys Security Configuration Assessment

Security Configuration Assessment

- [lononHeHune kK VM

- [logoepkka MHOrMxX nnatgopm

- [lpocTasa npouenypa oueHKH

. YoaneHHoe cKaHMpoBaHMeE Yepes areHT

- ilcnonb3oBaHmMe NyyLinx NpakTuk B
cBoen pabote

e
(2]

All technologies

CIS Benchmark for Apache Tomcat 6.0 v1.0.0 [Scored and Not Scored, Level 1]
LS 177200 View Descrigtion | Edit

CIS Benchmark for Apache Tomcat 6.0 v1.0.0 [Scored, Level 1 and Level 2]
. 1 0 View Description Edit

Qualys scM @ CIS Benchmark for Apache Tomcat 6.0 v1.0.0 [Scored and Not Scored, Level 1 an
i RN csion 1.01 01 View Description | Edit
1S0 NIST
CSF SANS ® CIS Benchmark for Oracle MySQL Community Server 5.6, v1.0.0 [Scored, ROBMS]
ndor  DISASTIG & ! X o dica ol BN
SDTop 4 el
lﬂ CIS - Apple OS X 10.10, v1.0.0 [Scored, Level 1 and Level 2]
ersion 1.01 177201 View Descrptio £




Security Configuration Assessment Process

@Oualys
Security Configuration Assessment = N -
- - - -

- OnpegennTtb cUCTEMbI
. CobpaTb AaHHbIE KOHUrypaumnm

- OnpepenuTb oTkNoHeHus ot CIS o D =
benchmark e —
- Co3paTtb yaobHbI OTYET ANA P — S oo

OanbHenLwen paboTol




Indication of Compromise

HenpepbIBHO cneanTte u CBOEBPEMEHHO
obOHapyXxunBamTe nogo3puTeEnbHYLO
aKTUBHOCTb Ha BalUMX YCTPONCTBaxX

» O6nayHoe pelueHne Ans MapKUPOBKM AaHHbIX, KOTOPbIE MOTYT
yKasblBaTb Ha BpefoHocHoe MO unu HapyLeHWs Ha yCTporcTBax B

CeTn 1 3a ee npegenamm

Indication of Compromise




Apxutektypa Qualys IOC

Offline search / hunt

% Q_ ...... / @ / investigate
00— Q.
/c > C/ ‘.;_{_} O \ I .

Qualys Malware Labs
Malware family models
Threat feeds

&

\ Visualize

‘" report pivot

Threat feeds e He o
OpenlOC files FILE  PROCESS  REGISTRY  NETWORK
SIEM via API

Splunk App ' loc
Qradar App Cloud Agent
ServiceNow App

n m @ Qualys.



Indication of Compromise

ABTOMATUYECKOE onpeaeneHme
HoBOro BpegoHocHoro MO
YnyywmTte 6e30nacHOCTb KOHEYHbIX
ycTponcTs bnaroaaps
0bOHapyXeHUo BPeAOHOCHbIX
Nporpamm, KOTopblie He HaxoaATCA
CTaHAAPTHbIMW CPeacTBaMM.
BbicTpbIY 1 yA0OHbIN NOUCK NO
MHONKATOPaM KOMNpOMeTaLmm

@ Qualys

Indication of Compromise A A INCIDENTS ASSE

Incidents

SCORE

102350-T450

WIN-IKCVIN6MQKQ %8 Mirosoft Windows Server 2008R- g Virut

WIN-PN35NAHB7TMG

102350-T450

B B B B B¢
2

WIN-PN35NAHBTMG




Cyber Kill Chain

lntruslon

Acdve Breach

Weels - MM!

Respom
Phase

(Weeks ~ Moaths)

Graphic 1 - Lockheed Martin Cyber Kill Cnam

D >>>)>
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20 Critical Controls

@ CSC 1: Inventory of Authorized and Unauthorized Devices
@ CSC 2: Inventory of Authorized and Unauthorized Software

@ CSC 3: Secure Configurations for Hardware and Software on Mobile Devices, Laptops, Workstations, and

Servers

@ CSC 4: Continuous Vulnerability Assessment and Remediation
CSC 5: Controlled Use of Administrative Privileges
@ CSC 6: Maintenance, Monitoring, and Analysis of Audit Logs
@ CSC 7: Email and Web Browser Protections
@ CSC 8: Malware Defenses
CSC 9: Limitation and Control of Network Ports, Protocols, and Services

©©©© ©© ©©

CScC 10:
CSC 11:
CSC 12:
CSC 13:
CSC 14:
CSC 15:
CSC 16:
CSC 17:
CSC 18:
CSC 19:
CSC 20:

Data Recovery Capability

Secure Configurations for Network Devices such as Firewalls, Routers, and Switches
Boundary Defense

Data Protection

Controlled Access Based on the Need to Know

Wireless Access Control

Account Monitoring and Control

Security Skills Assessment and Appropriate Training to Fill Gaps
Application Software Security

Incident Response and Management

Penetration Tests and Red Team Exercises

@ Qualys.



Blue Chip Global Customer Base

70% of the Forbes Global 100 and
25% of the Forbes Global 2,000

9 of the top 10 in Major Banks

9 of the top 10 in Software LAZP e aentTeemoiosies @lly accenture

AVAYA - _S‘éi’é’rtf’t?ﬁc v |
8 of the top 10 in Consumer Discretionary O-BASF  cawrear &0 kpn vl
8 of the top 10 in Consumer Staples DAIMLER @ -
Ell ERNST & YOUNG g e ¢ j
8 of the top 10 in Technology 3 mora 2, M nssan
7 of top 10 in Telecommunications PricEWATRHoUSECOPERS [ PURDUE 8 SyBASE {:;:
6 of top 10 in Healthcare stanwoon  OgAv 7 ORAcLe Al
5 of top 10 in Energy & Utilities Fogmantee. I ST‘fZ! ==
. . . INTUIT MO Tworson  TOSHIBA
5 of top 10 in Industrial & Materials isign [ ERp——

5 of top 10 in Insurance

@ Qualys.



Pesiomunpys

 Ecnu Bbl 4ENCTBUTENBHO XOTUTE 3aLLUUTUTL CBOK CETb, TO Bbl AOIMKHbI
3HATb CBOKO CEThb.

* Qualys nomoxet Bam:
« ObecneunTb KOHTPOSb BCen Baluen nHppacTpykTypbl
* MakcnmanbHO BbICTPO y3HaBaTb O Npobnemax N NHUMaeHTax
*  OB6HapyXuTb 1 NpnopnTU3MpPoBaTb Hanbornee ys3BMMbl MecTa
*  CHu3uTb 3aTpaTbl Ha 06CcnyXnBaHne cuctem
* [loBbicnTb adppekTMBHOCTL IT oTaena

* Y10 MOXHO caenaTb NpPsiIMO cenyac:
* [lonyunte 6ecnnatHoe aemo Ha 30 aHen Ha Bally MHMPPACTPYKTYPY
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